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Imprivata Mobile Device Access

Shared device management,

simplified Key benefits
Healthcare organizations are implementing mobile . Fast, badge-tap access to devices and
solutions to improve care quality and increase seamless SSO into mobile applications

operational efficiency; however, the introduction

. . « Increased security for shared-use
of new mobile technologies creates challenges

around security, inventory management, and clinical environments

efficiency. . Auditable visibility into user interactions with
devices

Ensuring the proper balance of security and efficiency,

- Simplified inventory management and loss
both from technology and user management .
prevention
standpoints, is critical for the successful adoption of

mobility initiatives in healthcare.

With Imprivata Mobile Device Access, organizations
can be confident in knowing that devices are left in the proper state, every time. The comprehensive
solution enables secure assignment of devices between uses to ensure patient privacy, data integrity, and

clinical productivity.

IMPROVED SECURITY FOR SHARED-USE DEVICES

With Imprivata, organizations can lock down devices between use, ensuring that only trusted identities

have access to sensitive tools and information.

Additionally, users are fully logged out between each use to ensure a clean state, every time.

EFFORTLESS ACCESS TO DEVICES AND APPLICATIONS

Users experience streamlined access to secured devices with the simple tap of a proximity badge.
Additionally, utilizing Imprivata single sign-on (SSO) technology, the need for manual authentication into

individual applications is removed, saving time and reducing frustration.



INVENTORY MANAGEMENT AND LOSS PREVENTION

Comprehensive reporting and audit logs bring visibility into user interactions with devices and applications.
Accessing and understanding information such as which users accessed devices last, as well as the last
known location of a device, not only expedites investigations into lost devices but also leads to increased

user accountability.

Shared mobile, simplified

Imprivata Mobile Device Access is healthcare’s only authentication solution that enables fast, secure
access to Android devices and applications. Users can access shared mobile devices with the simple

tap of a proximity badge, and can then SSO into their applications. Imprivata Mobile Device Access helps
organizations unlock the full potential of shared mobile devices by ensuring a fast, efficient workflow while

improving security and auditability.

Imprivata’

Imprivata, the digital identity company for healthcare, provides identity, authentication, and access
management solutions that are purpose-built to solve healthcare’s unique workflow, security, and
compliance challenges.

For more information, please contact us at 1781674 2700

or visit us online at www.imprivata.com
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