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Imprivata Privileged Access
Management Implementation
Services

Privileged accounts pose an even greater security risk than the average
end user account because of their greater level of access — in fact, 80% of
breaches involve privileged credentials. With Imprivata Privileged Access
Management, you can address these threats and prevent negative audit
findings, while minimizing the cost of cybersecurity insurance.

Imprivata Privileged Access Management combines privileged account management, session management
with recording, job management, automated password resets, a secure enterprise password vault, and
integrated standards-based multifactor authentication via Imprivata OneSign® and Imprivata Confirm ID® to
deliver a comprehensive, enterprise privileged access management (PAM) solution.

To help you get up-and-running with Imprivata Privileged Access Management as quickly as possible,
Imprivata offers a fast start implementation program. The Imprivata Professional Services team will help you
configure and deploy the solution — including integrating with Imprivata OneSign, to enable single

sign-on, and Imprivata Confirm ID, to enable multifactor authentication — to help you start realizing the
benefits of your PAM solution quickly and cost-effectively. This will ease any frustration or concern about
how to get started when implementing Imprivata Privileged Access Management at your organization.

The Imprivata Privileged Access Management
Implementation Services package includes:

- Installation of Imprivata Privileged Access Management in }\ 9 ) (((@_,))'

a High Availability Configuration (either Windows or Linux) GJ
- Integration with your Active Directory

« Configuration of a network share to store session
recordings

« Enablement of Imprivata OneSign for single sign-on to LI (e el e b R e i ]

access the Imprivata Privileged Access Management
admin console

« Configuration of Imprivata Confirm ID to enable multifactor authentication using the Imprivata ID
mobile app
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- Configuration for up to 5 privileged assets including

two workflows

« Provide an overview of reports included with .
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- Configuration of Password Rotation for a local or
domain admin account
Manage

Imprivata

Imprivata, the digital identity company for healthcare, provides identity, authentication, and access management
solutions that are purpose-built to solve healthcare’s unique workflow, security, and compliance challenges.

For more information, please contact us at 1781674 2700
or visit us online at www.imprivata.com
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